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1. Introduction

The purpose of a secure e-learning system based on
cloud computing is to allow instructors and students to
access their accounts at any time and from anywhere.
These types of systems work to ensure that their users
(instructors and students) are truly enrolled in the
school or institute to prevent unauthorized users from
accessing the resources and components of the system.
Furthermore, the traditional authentication techniques
used in the majority of educational systems suffer
from several issues, such as cyber security attacks and
weak management of resources. So, some students
could be eager to take advantage of such a system's
flaw in an effort to cheat. User authentication and end-
user monitoring are more difficult in this situation.
Multifactor adaptive authentication techniques are
used to implement a system with simultaneous
authentication. The proposed scheme system offers an
effective, affordable, and human intervention-
adaptive authentication and monitoring solution for e-
learning environments. Additionally, our work can
resist cyber security and contains some good metrics
like mutual authentication, user anomalies, and others.
In this paper, the proposed scheme system uses a two-
factor authentication system based on Asymmetric
Scalar Product Preserving Encryption (APSE) and
fingerprint biometrics for managing and generating a
user's account in a secure way. Our work also achieves
a good balance between performance and security
complexity compared to the state-of-the-art. So, we
achieve good results for 1.69 ms for computation and
1280 bits for communication.

E-learning environments based on the Internet are becoming increasingly popular as a result of
the rapid improvements in communications and information technologies. The learning process is
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concentrated on traditional methods in our educational institutions, where the teacher considers books
and whiteboards to be the only trustworthy sources of knowledge and is more concerned. Moreover,
the interest in the theoretical side is more acceptable than the application side. When e-learning
becomes an important part of our educational lives, utilizing state-of-the-art techniques for
information integration, can be connecting information and sharing files between teachers and
students, regardless of place or time [1]. Google, which provides the G-suite applications and the
Google Classroom platform, is one of the best companies for providing the software and electronic
services that educators and students needed. These systems include a variety of features, including
the ability to send files and information between the teacher and the student quickly, efficiently, and
securely by taking advantage of cloud computing services, especially in the educational sector [2].
At the same time, the Google Classroom suffers from several issues, such as hard-to-handle accounts,
the management of many activities, and security issues that take first place in Google applications.
The infrastructure for the Google Cloud’s shared responsibility model, as a service (I1aaS) layer where
only the hardware, storage, and network are the provider’s responsibility, up to software as a service
(SaaS) where almost everything except the content and its access is up to the provider. Platform as a
service (PaaS) layers like GKE. [3]. Cloud computing is a cutting-edge concept in the vast field of
information technology, which offers a variety of services that work in many different ways. Due to
cloud computing involves the storage of data on faraway servers; unauthorized access to such
sensitive information becomes a significant risk. Without reliable security safeguards and flexibility,
the benefits of cloud computing lose their legitimacy [4].
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Fig. 1. Explains challenges faced google classroom [3]

Authentication is the key component of cloud computing security, because of this; only
authorized users should be able to access the stored data [8]. Although text-based password scheme
is the most applied authentication systems popular, they have a number of security flaws. These flaws
demonstrate that people have trouble remembering lengthy or complex passwords, and that relying
on short, basic passwords users at risk for security breaches [9].Dictionary and brute-force attacks
have harmed passwords. The only characters that can be used as passwords are those found on
keyboards. As a result, an attacker may try every combination until they find the right password; this
kind of assault is known as a brute-force attack. Additionally, the majority of users choose
straightforward passwords like their name, phone number, or favorite game. These concepts are
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simple to remember. As a result, by creating a database of important terms, adversaries can launch a
dictionary attack against the system. Password-based authentication is still plagued by malicious
attacks like the Man-in-the-Middle (MITM) attack and replay attack [10].Personal physiological
processes have developed as an effective way of addressing the aforementioned concerns, and are
now used in many parts of daily life, such as financial security and verification [11].The term
biometric operator refers to the method of identifying a person using specific physiological qualities,
such as facial recognition, fingerprints, and iris. The most common biometric is still fingerprints [12,
13].There is a variety of security issues that can affect educational systems, including, data breaches
educational systems often contain sensitive information, such as student records, grades, and financial
data. If this information is not properly protected, it can be vulnerable to data breaches or
unauthorized access. Security and privacy, The issue with system security and privacy, data
transmission from the personal device to the authenticated server faced different types of attacks,
including replay attacks, MITM attacks, and others. Additionally, there is a chance that the teacher's
and student's privacy will be violated.However, biometrics is not the best option for the cloud
environment because they call for specialized and expensive equipment, such as a fingerprint scanner,
which raises the cost and causes problems when combined with the cloud computing environment.
The method will also run slowly when numerous clients are being confirmed at once.Cloud
authentication concepts work better with two-factor authentication (2FA). A user enters his login and
password on the cloud server to authenticate. The cloud server asks the user to provide a second factor
after checking the user's login and password against its database [14].

In this research, we offer an effective and safe password-based two-factor mutual authentication
technique that makes use of feature extraction from the user's fingerprint and asymmetric scalar
product-preserving encryption (ASPE).

This work contributes to the literature by offering an effective and safe password-based two-
factor mutual authentication system, Using the proposed scheme system uses technology to enhance
security, such as using the user's fingerprint (feature extraction) and asymmetric scalar product-
preserving encryption (ASPE) to secure access to resources and systems. Furthermore, the proposed
scheme system designing an educational system that can manage and control in a safe manner and
build an integrated structure belonging to the academic institution without the need to take a ready-
made structure such as google classroom, and G-suite applications. So, our work has the flexibility
to done with the requirements or period conditions of the education ministry because it works in an
open code environment. It can also be used as an applied system to work in all regions of Irag.
Additionally, it manages data security and can withstand attacks such as Insider attacks, reply attacks,
MITM attacks, and other attacks. The system's proposed scheme system is built on smart-factor
authentication and contains strong features including mutual authentication, anomaly, and forward
secrecy, supports users’ identity anonymity. Comparing our work to the state-of-the-art, we also
manage to strike a good balance between performance and security complexity. The rest of this paper
is organized as follows: In Section 2, we provide related work. In Section 3, we present primitive
tools. In Section 4, we provide the proposed scheme system. Section 5, presents Security analyses
and a discussion on possible attacks. Section 6, gives our conclusions.

2. Related Work

Users may want to protect their privacy and hide their true identities when using sensitive
data. As a result, researchers have recently shown a lot of interest in this topic. The incorporation of
biometric technologies into educational systems is motivated by various use cases. Several studies on
the same topic are examined in this section. We give a summary of the most pertinent works on the
application of biometric technologies in educational systems

In 2016, Alsadoon et al. [15] proposed a scheme for biometric authentication in online learning that
was made for both teachers and students. Creating a sophisticated and more secure method of user
authentication for E-learning systems is made by combining biometrics. Unfortunately, this project
is not free of restrictions one of the main constraints is the amount of time available for research has
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been. Additionally, this project must take into account learners with special requirements (such as
those who are blind or deaf) and how to validate their access to e-learning portals.

In 2017, Al shehri et al. [16] a safe mobile learning system built on a cloud infrastructure. A
secure mobile learning framework was developed to ensure mutual authentication and end-to-end
security. Although the integrity and privacy of this method were good, its implementation in the
simulated environment was unsuccessful.

In 2020, Ennouamani et al. [17] proposed a context-aware mobile learning system that suggests,
for effective learning for each student, a dynamic mobile adaptable learning content and format (D-
MALCOF). Additionally, this strategy received supportive comments and favorable impressions.
However, this strategy failed short in the activity of collecting feedback activity.

In 2020, Alin et al. [18] proposed a method based on the dynamics of real-time typing as a
biometric mechanism that prevents fraudulent identification and incorrect authentication. The
vulnerability is observed, this authentication method faces criticism because students can only be
identified if they have intense activity on the platform; this operation is required for the student profile
to be created in the database.

In 2021, Labayen et al. [19] propose a framework based on the authentication of different
biometric technologies and an automated proctoring system (systems work, now as well as Al
algorithms). Unless taking into account, this framework needs more robust biometric models for a
quality warrant by accounting for variations in face posture, light, and noise conditions.

In 2022, Dr. Kasumu et al. [20] provided a descriptive survey study to investigate the utilization
of learning management systems in education. The study's conclusions imply that employing a
learning management system can help students keep their independence, interest, and drive. But in
order to create lessons that are appropriate for their students' needs, teachers should make sure to
frequently use learning management systems. However, the security issue affecting data transmission
between users in the e-learning system was not examined in this study.

In this research, we suggest a reliable verification method based on biometrics (fingerprints) and
the SHA-512 function of asymmetric scalar-product-preserving encryption (ASPE). This system has
several advantages, including smart-2-factor authentication, defines against user identity-relate
abnormalities, and resistance to well-known threats including impersonation, phishing, and replay,
MITM, and insider attacks. Scyther and cryptography proofs are used to independently and formally
evaluate the proposed scheme system in terms of computation/communication costs and security
analyses.Tablel. Compares security attributes based on the primary security features as follows:

C1: Secure mutual authentication, C2: Perfect forward secrecy, C3: Supports users’ identity anonymity,

C4: Resists insider attacks, C5: Resists MITM attacks, C6: Resists replay attacks, C7: Resists phishing
attacks, C8: Login and authentication phase efficiency, C9: Formal verification with Scyther.

Table 1. Comparison of authentication schemes.

Scheme C1 C2 C3 C4 C5 C6 C7 C8 C9
our Y Y Y Y Y Y Y Y Y
[15] Y Y N N N Y Y Y N
[16] N Y Y N Y N N Y N
[17] N N Y N N Y N N N
[18] N Y N Y N Y Y Y N
[19] Y N N Y N N Y N N
[20] N N Y N N N N Y N
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3. Primitive Tools

3.1. Asymmetric Scalar-Product-Preserving Encryption ASPE

One of the most effective encryption strategies is ASPE [21]. The adversary can access point-to-
point encrypted data. ASPE overcomes this limitation by providing an encryption function that
forbids the disclosure of actual distance information.

1. CSPsetsupn = pq,where p,q aretwo large primes, and he selects (M; , M; ,K; € Z;, ).

2. CSP uses a cryptographic hash function H(.) , a symmetric key encryption Enc(.) and then

computes important information( p;id; W; ) , where p;=HUn;,K; ) , W;=

Pwr MMt PW;

PW; = M;*PW; Where T transposes function

CSP selects a secret number S; between[1 - (n — 1)] as user's private key and computes

5. PK; = Si”i modn as user's public key. The public system parameters contain ( (P; =
( Ki n, h( )' ETlC(), pi, ldl))

6. CSP - Ui : (Ps ,Mi,Sl' ,Ki )

7. CSP— AS : (P,,PW;,W;,PK;).

The following mathematical proof demonstrates how CSP ensures from matching values of
Yiom and Yipy 0 Yipy = (Deck,,, (Eapmz ))PAPM = (Yapp )P4PM (rSipm IPAPM =
rPaDM Sjg;\l;)M = rPabm (ngll\’l"”)c = Zapm PKSpy = Yapm -

By providing an encryption option that inhibits the revelation of actual distance information, you
may help stop data leakage.

~w

3.2. SHA-512

Is a hashing algorithm that separates the data into three components: the original message, the
padding bits, and the size of the original message. Given that the prepared message will be processed
as 1024-bit blocks, the sum of the sizes of all three components should be a multiple of 1024. The
way message processing works is as follows: structured input typically splits into blocks, like words,
every 1024 bits because it can’t completely divide without a remnant [22].Our scheme uses a hashing
algorithm to check passwords because the hash values can be saved and used to compare user input
to the hash values to see if it is correct or not. This means that users don't have to write down their
passwords.

(b)
Fig.2. (a) Detection of open pores and valleys the skeleton of valleys, represented by a white

outline (b) Shows the pore localization algorithm's results. In black, closed pores were
discovered. Open pores could be seen in white.
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3.3. Scyther

Is a tool for assessing the security and weaknesses of schemes The tool's operation is
explained in two steps. Scyther promises to complete the initial phase while allowing an
infinite number of sessions to confirm protocol soundness. Creating the evidence tree is an
option (using the backend). By providing attack behavior classifications, the second phase,
Scyther, facilitates graphical user interface analysis [23]. The Security Protocol Description
Language (SPDL), which defines protocols and schemes and enables phrases for encryption,
decryption, and signature as well as for sending and receiving events, should be used to
represent any proposed scheme system.

3.4. Features Extraction of Fingerprint

In order to locate the sweat pores, we first use a local threshold method to binaries the original
grayscale image [24]. The sweat pores (or rather, their imprints) can generally be divided into two
categories: closed and open. At first, we extract the pores that are completely surrounded by the ridge.
These are the closed pores. They show a hole in a ridge in the binary image. We concentrate on
regions of white pixels completely encircled by black pixels. We specify the upper (Ty,ax) and lower
(Tmin) thresholds. If the surface of a suspect pore is below Ty,;,0r above Tp,.x , it is eliminated.
Smaller-sized objects are eliminated because they are typically noise artifacts, while larger-sized
objects are eliminated because they are less likely to have level 3 characteristics. Empirically, we
selected the Tyi,and T,.xValues. Typically, the ridge does not completely encompass a large
number of pores (the open pores). They develop in the ridge like a hook. We first skeletonize the
valleys of the original binaries image in order to locate them. The spurs then start to show up where
the pores were. We calculate the separation between each spur's terminus and the valley skeleton. If
this distance is great enough and there are enough white pixels around the spur location, we consider
the spur's end to be the location of a pore (Figure 2). The total outcome of the pore detection is shown
in Figure 3. The set of level 3 features that we keep are the pore coordinates [24].

Table 2. Notations of our proposed scheme system

Symbol Description
ADM Main Administrator
csp Cloud Service Provider
UN; Username
PW; Password
h(.) hash function
PN Phone number
Sk Private Key
Py Public key
VA Set of Integer Number
Rg Resources Server
ECT; Examination Committee Teacher
PT; Position Teacher
FP3; level 3-features of the user's fingerprint extraction
K; The authenticated session key between each user and server
id; The anonymity of user's identity has been supported from to in

registration phase CSP to U;

pi Password anonymity has been provided from to in registration phase
CSP to U;
AS Authentication Server
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4. Proposed Scheme

In this section, we provide a good authentication and privacy protection applied on the
educational system. Our proposed scheme system is involved three components: Cloud Service
Provider (CSP), user set (U ,U, ,...,Uy), and Authentication Server (AS). There are four phases
make up our work: registration, login, authentication, and education. We are explained the proposed
scheme system in more details as follows:

4.1. Registration Phase

During the registration process, a user sends the hash of his username, password, and
fingerprint by secure channel to the data owner inside the cloud server, along with. The data owner
returns the user's credentials, which are keys created from the user's username, password, and
features' fingerprint extraction. During registration, the user U; sends his Username (UNy, =
h(UNy,)), Password (PWy, = h(PWy,)), Phone number (PNy,), and Fingerprint (FP3y.) to CSP that
saves them in his database. After that, CSP forwards theU;'s requesting to AS while his information
has been corrected based on rules of the proposed scheme system (See Table 2 ). The h (.) refers to
the cryptographic hash function (SHA-512), and FP3; refers to the level 3-features of the user's
fingerprint extraction. In this phase, we use ASPE to generate the main keys and data encryption. The
following steps describe the mechanism for this phase (see fig.3):

1. U;—> CSP: (UNy,,PWy,, PNy, ,FP3y, ).

2. CSP - sets up the main keys uses ASPE .

3. CSPsetsupn = pq,where p,q are two large primes, and he selects ( My, , Mail Ky, €7 ).

4. CSP uses a cryptographic hash function h(.) , a symmetric key encryption Enc(.) and then
computes important information( py,, idy,, Wy, ),where py, =h (PWy, ,Ky, ), Wy, =
PW{ My, Mg! PWy, ,PWy, = Mg!'PWy, , idy, = h(UNy, Ky, ). Where T transpose function

5. CSP selects a secret number Sypy between[ 1 - (n — 1)] as user's private key and computes
6. Wy, = Slpfi mod n as user's public key. The public system parameters contain ( (PK =

( Ky, ,n,h(.), Enc(), py; ,idUi)).
7. CSP - Ui : (PK ’MUi’ SUi y KUi ) .

8. CSP—AS : (PK,PWy, , Wy, ,Vy, ).

4.2 Login Phase

During the login process, the user inserts a username, enters a password, and his fingerprint to
utilize educational system resources and services based on the user's roles.

In this phase the U; sends a request to the CSP during the login phase for mutual authentication,
which is done as follows:

1. U; : Choose a random number r; , he computes , Un{Ji = h(Uny)®r; , PW{Ji =
h(PWy, )®r; .

2. U »CSP: (Un{,i , PWy, 7 ) as a first factor . CSP: Checks the UNy, with h(UNUi) in
his database. If it does not exist, he terminates this phase. Otherwise, CSP computes r;’ =
h(PWy,)® h(UNy,) ® ;.

3. CSP: Computes PWj. = h(PWy,) @ r{’ and compares PW(j with PWy, if holds, stop. As
depicted in the figure( see fig.4)

4.3 Authentication Phase

The user sends his initial factor to the cloud server during the login phases, verifying its
legitimacy. The cloud server then sends the user a request asking him to provide the second factor.
The user will then supply his second factor to the cloud server after having his identity validated by
the cloud server first. When a user's second factor is accepted by a cloud server,
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finally granted access to that server's resources. Upon receiving credential information
fromU;, CSP performs the following operations:

CSP sends verification cod (V;) as SMS to the use's phone number.

U; computes Vi = h(V;) @ r; andsendsV; to CSP.

CSP computes Vi’ = h(V;) @ r{ and compares V;'with V;, ifholds, CSP Requesting enter the
FP3,pm to Uj .

ADM computes FP3y, = h(FP3y,) @ r; and sends to the CSP, Upon receiving FP3; from U,
CSP computes FP3y; = h(FP3(,)@r{" and compares FP3y, with FP3j, . If holds, CSP
compares Un{Ji with h( Yy, , rj). If these values are congruent, then checks whether PW{Ji
and h( Xy, ,r; ). If so, CSP will provide U; by ¢ € Zj ,this is generated at random each time
U; tries to log in. If not, CSP is aware that the user is not authorized. The secret keyKy;,
which is generated for each user's login request, is also used by CSP to encrypt c. So, Ky, =
|ri — KUi| , where || is absolute function .

CSP- U; : E{<Ui ©.

U; : Computes Ky, = |ri — Ky,
r; S§, , By = Ep (PW{,,M; ) = PWj My, ,Ey, = Enc, (Yy;) and hy, = h(Yy, ¢ ).
U;j - CSP: ( Ey,1 , Ey,2 , hy, ) as asecond factor .

CSP upon receiving the information in the step 4, performs the following steps :-

CSP computes W, = Ey,;PWj, = PW{. My, My, PWy, to check whether Wy, equals the

, C= DecKUi (E1'<Ui) ,and computes the response Yy, =

pUi
stored Wy, . If so. CSP computes Y{Ji = ( Decg,,. (EUi2 )) Y = ri’PK%j,

The CSP first checks whether Y{, = Y{j, . If so, CSP checks whether hy;, = h(Yy, ,c) equals
hy, . If so, CSP ensures from authenticating of the user.
Once an Uj's legitimacy has been successfully verified, the U; is regarded as a legitimate user and

is permitted to utilize the services and resources offered by the educational system in accordance with
their role, in the event that this is not the case, CSP ends the current phase.(See fig.5)

U;

Checks the
identity of
U;

& 3 h( ) = e
inthe

Sends
UNU!_ ) PWU;SPNUi-!FP:SU;
database

Setsupn = pq
[ Selects a secret number 5y, J(—
[ Selects (M. M, K, €Z3) ]

&

Wy, = PWL My M5! PWy,, PWy,
= M;?PWUI ;

ComputesVy;, = S:_’;l modn *
[ Computes p; = b (Uny; Ky,), J

Sends( PK,My Sy, Ky )to U; I
Sends ( PK ,PWy Wy ,Vy)to AS

Fig.3. Show the user registration in the educational system
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CS5P

:

Checks the UNy,
in his database
with h(UN u;)

-
Choose a random number r; ]

b

\ 4
Computes, UNy, = h(UNU!)GBTE,
PWy = h(PWy,) @ r;

v

Sends( UNy, , PWy, ;) to CSP

-

.

[ Computes r; = h(PWUi)GB h[UNUi) Qr; ]

y

[ Computes PWy;, = h(PWy )@ 1! J

~

Compares
PWy with
PW:,.

Go to the
authentication phase

Fig.4. lllustrates user login in the educational system

4.4 Education phase

Role-based access control under the foundation of identity identification makes up the security
framework of the educational administration system. Therefore, only users who successfully
complete the authentication process can access the role privilege and the associated system resources.
After successful authentication, the user gains access to their role and the authority that goes along
with it. They can also request access to resources based on the privileges of this role. The Educational
Administration System resources include both the numerous visible components of the system
window, such as menus, buttons, etc. Table 3. Demonstrates the services the system offers customers
in conformity with the rules.

Table 3. Demonstrates the services the educational system

No Objects Roles
1 Administrators Read / Write of all objects system
Examination .
2 ) Read / Write of all course
committee Teacher
3 Position Teacher Read / Write of his course
4 Normal Teacher Read / Write of his classes

Read only of his scores and View Schedule ,
5 Students )
download from subjects
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[
Uy

5 il
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PW My My PWy,
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Fig.5. lllustrates user authentications in the educational system
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5. Security Analysis

In this section, we outline our proposed scheme's security analysis. We will discuss how our
system is safe against well-known threats like MITM, replay, and insider attacks. Additionally, there
are several advantages to our suggested approach, such as user anonymity, mutual authentication, and

session key agreement.

5.1.Formal Security Analysis with Scyther tool

Using the Scyther tool, we conducted an analysis showing that the proposed scheme can achieve
greater privacy and security than the alternatives. The GUI is made for anyone who wants to examine
or comprehend a protocol. We operate the proposed scheme without utilizing the security features
employed by the same conventional solutions.

1 secret SK:Function; Jf semetric key

2 hashfunction h ;

3 usertype UMNPW ,r ,Z H,FP3;

4 secret C @ Function;

5 secret D: Function;

6 secret Y : Function;

7 secret E1: Function;

8 secet E2 : Function;

2 const XOR :Functon;
10 const k1 @ Function;
11 const PW1 : Function;
12 const PW2 : Function;
13 const exe : Functon;
14 const mult : Function;
15 const ebs: Function;
16 const sub : Function;
17 const 5 @ Function;
18 const C1: Functon;
19 const C2: Function;
20 const Enc : Function;
21 const Dec @ Fundmn,
22 usertype g
23 protocol Longln {ADM,C)
244
25 role ADM

fresh k ,c,M,M1 5 :7;
const SM5;

recv_2 {C,ADM,SMS);

send_3 (ADM, C,XOR{h{SMS) i)
send_4{ADM, C ,XOR(Mh(FP3).rl);
macro k1= ebs{sub{r , kJ};

macro C=Enc{c);

recy_<{C , ADM , C);

macro D = Decf C);

macro Cl= exe(s,D);

macro ¥ = mult{C1,r);

macro PW 2= mult{PW , M,M1,PW1);
macro El= mult{M PwW);

macro E2= Enc(¥);

macro H =h{¥,D);

send_S{ADM, C,E1,E2,H);

8%&33%%&%&8@@%5

HEasE

claim_A1{ADM ,Secret , SM5 );
daim_A2{ADM ,Secret , UM J;
daim_A3{ADM ,Secret , PW);
daim_A4{ADM ,Secret , r);
daim_AS{ADM Alive , XORM{PW),r));
daim_As{ADM, Alive , XOR{UM), r));
daim_A7{ADM Alive XOR(h(FP) i

Bddd

b

caim_A11{CADM, Alive , Enc{c));
[k R

send_1 {ADM, C,XOR{ h{LN),r}, XOR { h{P

[ Scyther results : autowverify >

daim_AS{ADM ,. Alive » XOR((PW),XOR (h{uM),r) 20
daim_AS{ADM, Allve XOR(h(SMS), i
claim_A10{CADM, vae sebs{sub(r . K

Fig. 6. lllustrates the results of the system scheme verification can be attacked
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Fig.7. Illustrates the results of the system scheme verification cannot be attacked

5.2. Informal Analysis

e Propositionl. Our proposed scheme can provide secure mutual authentication.

Proof. The user and the server can authenticate one another thanks to a mutual authentication
mechanism. In our work, the two factors (Uny, , PWy, ,r; ) and (Ey,; , Ey,z , hy, ) are used to
authenticate user (for example) toCSP. An enemy is unable to produce (Ey,;, Ey,z , hy, .Zy; ,
Su; »Wy,). These are unaffordability of (hy, ,Zy, , Sy, , Wy,). Additionally, an adversary cannot
decode Eyj, in order to access c, which should be decrypted using a shared keyKy,. So, Ky,generates

once for each user’s login request, Furthermore dependent on the feature extraction of the user's
fingerprintFP3y,, which was made available to the actual user and CSP via the secure channel by the

database. As a result, our proposed scheme successfully accomplishes mutual authentication between
two entities.

e Proposition2. Our proposed scheme can present user anonymity

Proof. Since the major parameters (hy, ,Zy, , Ky,) are altered with each user's login request and
the second factor is encrypted with Ky, which is anonymous to the adversary. Also, r; generates once
for each user’s login request. So, it has been encrypted by shared key Ky, which is existed just in U;
and CSP, he will be unable to determine the user's identity from the first factor (Un{]i, PW{Ji, r; )and
second factor (Ey,;, Ey,2 ,hy,). In contrast, it is impossible due to the one-way cryptographic hash
function characteristic and random values (hUi » Zy;» Su; Wy, Unbi: PW{Ji ). As a result, the
approach we've suggested can support user anonymity.
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e Proposition3. Our proposed scheme can forward secrecy

Proof. Even if the secret key is revealed or leaked, the password is still protected by our suggested
system. If the adversary discloses the secret keyK;, the system's authentication is not impressed, and
he is unable to use this key during the subsequent login phase. In addition, it is very difficult for an
adversary to extract the secret key based on Z;, which necessitates that they have knowledge of(p;,
r;), as well as the initial K; that is supported from CSP to U; during the registration step. As a result,
our work upholds the forward secrecy.

e Proposition4. Our proposed scheme can supply security of the password.

Proof. The authentication messages (Un;,i, PW[,’i,Zi ) and (EUL,1 Eya hy,) in the suggested
system only contain data pertaining to Z, and h,. They don't contain any data regarding the password.

As a result, the values (Z; , h;) of the mutual authentication stage are generated at login time for each
user, indicating that the authentication and password messages are entirely unique. The system can be
protected from offline password dictionary searches using this isolation. Additionally, we observe the
use of the password for anonymous mutual authentication. Our effort thus helps the password's security.

e Proposition5. The proposed scheme can withstand MITM attack.

Proof. In this type of attack, an adversary is intended to be able to intercept messages transferred
between users and the server. When the user signs out of the server, he then utilizes this message[25].
The factors are delivered to the service provider securely encrypted in our suggested approach. The
sensitive data ( Zy, , idy, , pu;, Yu; » Eu;1, Eu,2s hu; ), created by U; as a login request (second factor)
to CSP is used to generate the random value r;. As soon as U; logs out of the server, this private data
are useless. As a result, an opponent who discovers communication between U; and SP can only learn
the value of r;, which is utilized once, and cannot compute Zy,. However, an adversary cannot

compute (Y, ,c ) to estimate a new (hy, , Ey,;) for impersonating the user after U; signs out of the
server.

e Proposition6. The proposed scheme can withstand replay attack.

Proof. Our proposed scheme substitutes a random Zy, for the timestamp in the user's (U;) login
request message. Even if the opponent discovers the previous secret, say (Uny, , PWy;.), theoretically

he is still unable to launch a replay attack during the subsequent authentication session. As a result,
an enemy is unable to acquire (py, , Sy, , My, , Vy, , 1) for producing both elements. It is obvious that

the enemy is unable to use the repeat assault

e Proposition7. The proposed scheme can withstand insider attack.

Proof. In our approach, instead of submitting (U; , PW;) as in other schemes, CSP must submit
(Ui , PW;) when U; desires to register with a service provider for remote access services. The service
provider is unable to determine the user's identification in U; from id; or the user's password ipw from
ip. Additionally, an enemy is unable to acquire PW;TM; andh;. As a result, the suggested system can
withstand an insider attack.
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5.3. Performance Analysis

In this section, we contrast our protocol with those in [29, 30, 31, 32] in order to understand how
it operates in terms of computation and communication overheads as opposed to spending a lot of
time and money on data collection.

5.3.1. Computational Cost

The suggested protocol consists of four phases: registration phase, login phase, authentication
phase, and educational phase. Since the authentication phase of the proposed system is the one that
is used the most, we shall concentrate on its computation requirements.In order computation analysis
we define the computational requirements of a mathematical operation as T,,, a one-way hash
function as T, symmetric key encryption, and decryption as Ty, but we do not take into account
the overhead of the exclusive-or operations as T, , elliptic curve cryptosystem Te.. ,Bilinear pairing
operation Ty, random number generatorT.,g, point multiplication Ty, [26][27], which requires a
relatively low overhead than any other operations. Table 4 shows a comparison of communication
cost protocols[29, 30, 31, 32].Furthermore, compared to prior efforts, our scheme achieves a solid
trade-off between performance and security complexity, and the proposed scheme is the most
efficient. Additionally, since asymmetric encryption produces the best results and since the data
transferred between a mobile device and a server is crucial, it requires good efficacy and
confidentiality.

5.3.2. Communication Cost

Table 6 provides information on communication expenses in detail for our communication
analysis. For the purpose of getting cumulative communication costs, we rely on the bandwidth
values [33]. For the sake of comparison, they assumed that a cryptographic one-way hash function
has an output size of 128 bits and that a user's identification is also 128 bits long. Finally, the sizes of
the time stamps and random integers are equal at 64 bits, and symmetric key encryption is 256 bits.
Table 5 compares the same methods in terms of their communication cost.

Table 4. Computation cost value

Operation General Meaning Time
T, Mathematical operation 0.005
T, One-way hash function 0.08
Tsym A symmetric key 0.14
encryption/decryption operation

Ty Exclusive OR operation Negligible
Tece Elliptic curve cryptosystem 431
Ty, Bilinear pairing operation 14.48
Trng Random number generator 0.539
Tpm Point multiplication 2.226
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Table 5. Computation cost comparison result

Protocol Verification’s Time Result
Complexity
Proposed 12Ty, + 8Tg + 5Tsym 1.69
+ 6T, +
[29] Ty + 2Tpp + 2Tsym 51.51
+ S5Tecc
[30] 14T, + 2Tgym + 4T, 18.64
[31] 5Th + 4Texpo + 2Trng 8.2459
[33] 6Ty + 4Ty + 1Ty 4.9561

Table 6. Comparing the cost of communication to other work

Protocol Message length Number of messages
Proposed 1280 bits 5 messages

[29] 1472 bits 2 messages

[30] 2528 bits 2 messages

[31] 1792 bits 4 messages

[33] 2304bits 5 messages

The result is dependent on the asymmetric encryption's ability to reduce the cost of messages
exchanged (five messages) between the primary components. The cost is 1280 bits, the lowest among
comparable systems.

6. Conclusion

The development of cloud computing technology and its widespread use made it
possible to do away with all current methods of storing past data, which allowed users to
store their digital files and made it possible for all data to be saved in a single cloud on the
internet servers. In this article, we primarily concentrated on the usage of cloud computing
in eLearning. Cloud computing has certain negatives, such as data and security concerns,
access to the data, and infringing on rights to privacy, intellectual property, and data
ownership. To process this important problem, we focus mainly on the infringing
authentication issue by the proposed scheme to address password breach threats specific to
a cloud environment. Through the use of a two-factor authentication system that depends on
ASPE technology and level-3 feature extraction from the fingerprint. The proposed system
operates in an open-code environment, is capable of managing data and controlling it
securely, and is adaptable to the establishment's needs. Furthermore it runs without
synchronized clocks between the service provider and user because we employ random
numbers rather than timestamps to save software programs or data. The proposed scheme
contains a number of components, including mutual authentication, anomaly, and forward
secrecy, supports users’ identity anonymity, and resistant's to all known malicious assaults,

including replay attacks, MITM attacks, and other attacks.

99



Role Based Access... J. Basrah Res. (Sci.) 49(1), 85 (2023).

References

[1] Montazer, G. Ali, Y. K. Al-Rikabi, International Conference on Web Research (ICWR), 34
(2021).

[2] Q. Alajmi, R. A. Arshah, A. Kamaludin, A. S. Sadig, M. A. Al-Sharafi, Electr. Comput.
Technol.2018(6),9(2017).

[3] https://cloud.google.com/blog/products/containers-kubernetes/exploring-container-security-the-
shared-responsibility-model-in-gke-container-security-shared-responsibility-model-gke.

[4] Q. Alajmi, A. S. Sadig, A. Kamaludin, M. A. Al-Sharafi, Adv. Sci. 24(6), 4044 ( 2018).

[5] Z. A. Hussien, Z. A. Abduljabbar, M. A. Hussain, M. A. Al Sibahee, S. Lu, H. A. A. Al-Asadi.
CSAE, 155( 2019).

[6] M. A. Al Sibahee, S. Lu, Z. A. Abduljabbar, A. lbrahim, Z. A. Hussien, K. A. Mutlag, M. A.
Hussain. International Journal of Distributed Sensor Networks 14, 2 (2018).

[7] A. AYassin, Z. N. Hikmat, Z. A. Abduljabbar, H. Sh. Hashim. International Journal of
Engineering and Advanced Technology 1, 133 (2013).

[8] S. Subashini, V. Kavitha, Netw. Comput. Appl., 34(1), 11( 2011).

[9] M. Zhou, R. Zhang, W. Xie, W. Qian, A. Zhou, Conf. Semant. Knowl. Grid, 112(2010).

[10] M. Abdalla, D. Pointcheval, Notes Comput. Sci. 3376(1), 208(2005).

[11] Kamesh, N. Sakthi Priya, Secur. Commun. Networks, 5,(1), 437(2012).

[12] K. Upendra, S. Singh, V. Kumar, H. K. Verma, Med. Eng. Technol., 31(1), 45(2007).

[13]M. Abdalla, M. Izabach, D. Pointcheval, International Conference, CANS 2008(7), 148(2008).
[14]A. A. Yassin, H. Jin, A. lbrahim, W. Qiang, D. Zou, International Parallel and Distributed
Processing Symposium Workshops, 1217( 2016).

[15]A. Alsadoon, L. Pham, A. Elchouemi, International Conference on Advances in Electrical,
16(2017).

[16]A. Majmaah, International Journal of Advanced Computer Science and Applications, 8(10),
11(2017).

[17]S. Ennouamani, Z. Mahani, L. Akharraz, Education and Information Technologies, (2020).
[18]A. Zamfiroiu, D. Constantinescu, M. Zurini, C. Toma, Appl. Sci., 10(21), 13(2020).

[19]M. Labayen, R. Vea, J. Florez, N. Aginako, B. Sierra, IEEE Access, 9, 72411(2021).

[20]D. K. R. Oluwayimika, Trendy Res. Eng. Technol, 7(1), 23(2022).

[21]A. Abdellaoui, Y. I. Khamlichi, H. Chaoui, Procedia Comput. Sci, 85(9), 300( 2016).

[22]M. Sumagita, I. Riadi, Cyber-Security Digit. Forensics, 7(4), 381(2018).

[23] C. J. F. Cremers, International Conference, 7(20), 418(2008).

[24]K. Kryszczuk, A. Drygajlo, P. Morier, Signal Pro-cessing Institute,(5), 88(2004).

[25]H. I. Nasser, M. A. Hussain. G. Honi, Comput. Sci, 30(3), 628(2022).

[26]S. Movassaghi, M. Abolhasan, J. Lipman, D. Smith, A. Jamalipour, IEEE Commun. Surv.
Tutorials,16(3),1686(2014) .

[27]S. Majumder, T. Mondal, M. J. Deen, Sensors, 17(1), 130(2017).

[28]H. H. Kilinc, T. Yanik, IEEE Commun. Surv. Tutorials, 16(2), 1023(2014).

[29]S. Khatoon, S. M. M. Rahman, M. Alrubaian, A. Alamri, IEEE Access, 7, 47971(2019).

[30]A. Ostad-Sharif, D. Abbasinezhad-Mood, M. Nikooghadam, Commun. Syst., 32(5), 23(2019).
[31]C. C. Yang, R. C. Wang, W. T. Liu, Comput. Secur, 24(5), 386(2005).

[32 L. Wu, Y. Zhang, F. Wang, Comput. Stand. Interfaces, 31(2), 291(2009).

[33]E. J. Yoon, K. Y. Yoo, Notes Comput. Sci, 4(3), 507(2006).

100


https://doi.org/10.1109/ICWR51868.2021.9443154
https://doi.org/10.1109/ICWR51868.2021.9443154
https://doi.org/10.3390/app10144905
https://doi.org/10.3390/app10144905
https://cloud.google.com/blog/products/containers-kubernetes/exploring-container-security-the-shared-responsibility-model-in-gke-container-security-shared-responsibility-model-gke
https://cloud.google.com/blog/products/containers-kubernetes/exploring-container-security-the-shared-responsibility-model-in-gke-container-security-shared-responsibility-model-gke
https://doi.org/10.1109/ICECTA.2017.8252013
https://doi.org/10.1145/3331453.3361648
https://doi.org/10.1145/3331453.3361648
https://doi.org/10.1177/1550147718761814
https://doi.org/10.1177/1550147718761814
https://doi.org/10.35940/ijeat.2249-8958
https://doi.org/10.35940/ijeat.2249-8958
http://dx.doi.org/10.1016/j.jnca.2010.07.006
http://.doi.org/10.1109/SKG.2010.19
https://doi.org/10.1007/b105124
https://doi.org/10.1051/e3sconf/202020215003
https://doi.org/10.1080/03091900500324194
https://doi.org/10.1007/978-3-540-89641-8_10
https://doi.org/10.1016/j.procs.2016.05.236
https://doi.org/10.1016/j.procs.2016.05.236
https://doi.org/10.1109/ICAEES.2016.7888039
https://doi.org/10.1109/ICAEES.2016.7888039
https://doi.org/10.14569/IJACSA.2017.081002
https://doi.org/10.14569/IJACSA.2017.081002
https://doi.org/10.1007/s10639-020-10149-9
https://doi.org/10.3390/app10217730
https://doi.org/10.1109/ACCESS.2021.3079375
https://doi.org/10.54473/ijtret.2022.7103
https://doi.org/10.1016/j.procs.2016.09.091
http://dx.doi.org/10.17781/P002476
https://doi.org/10.1007/978-3-540-70545-1_38
https://doi.org/10.1007/978-3-540-25976-3_12
https://doi.org/10.11591/eei.v11i4.3810
https://doi.org/10.1109/SURV.2013.121313.00064
https://doi.org/10.1109/SURV.2013.121313.00064
https://doi.org/10.3390/s17112496
https://doi.org/10.1002/dac.3814
https://doi.org/10.1109/ACCESS.2019.2909556
https://doi.org/10.1002/dac.3913
https://doi.org/10.1016/j.cose.2004.10.007
https://doi.org/10.3390/s90907516
https://doi.org/10.1007/11751588_95

Journal of Basrah Researches (Sciences) 49(1), 85 (2023)
DOI: https://doi.org/10.56714/bjrs.49.1.8

&)

AU 8 ol 1) ad gl gy gl Cusliall aladiady ) sall ) aliceal)  gua gl (8 aSacl
sl

34Songfeng Lu 123 Jhall xe cpal 43 1200l Jale Ao LA aBIS Lga

Gl G geaill ¢ 5 peai) daala ¢ 8 juall o shell dy ) IS ¢ guilall 4 sle audl
Bad) byl ¢ daalall U ALK ¢ Al o pudal) duria a2

Ol (Ol 55 b ) S g o slall &5 0530 g8 Amals i g SSIV) dusigll g o slal) 403
Ol ¢ Gl da ol Sl g o glall 5 050 g8 (i Amals Casa 2gae

uadlal) Giagl) cila glaa
Al A gal) o 23l Y g SIY) aladll aldas (e i il 2023 i 08 R
iy gl A agilen ) Jgea il (Ol 5 o saall laud) s 2023 gl 28 Jsall
Of g o Al e gl eda Jaad lSe gl (e 2023 ¢ k3~ 30 ol

S Al (B dedll Cpdae (@l Gav ) (sl
Dlse A dsasl 0o agd zpadl s Greadinall pial 2gaall
el Aisladll @ i el e 50l Uil il Sag
L) e apanll (e lad dpaglaill Al Agdle 8 derdiiuadl)
058 3 ¢ GllAl o) sall 5l Gy Al paadl ) Cilana Jie
Uglan A alail) s Jia cue (e 320 (ruseatie GOl jany
Lgraa 1 gl andindl) 48 ja g ariivsall d8olian el il
301 Jal gall Baaxie 10K Adobiaall Ly axdind Allal) sda b
A ) guape g Yad Sla = il allail a0y Aial Yo Adalian sl
il gl aa )l @il godll Jadll ae cagill Jag

Lalida)) cilall)

Gl L@l ¢ g Y Hlal
‘ C:\ A%“ il A,q.u‘ ;\_1"):\;}‘
Badate A0Sl A0l s aal) ol
JLad) e i il ¢ ol gl

el clatial e Jaliall

Citation: M.K. Kabier et al.,

o) Ge¥) bilee a8 G (S ¢ Al ) AiLaYl g S
Yl g Aaliiall dBabiaall e saad) Gunl@all (ary e (s gingg
z ial) bl aadiey ¢ Caal 138 3 e e 5 53N i)
il e Blaall el ye puadall e adiay 505 480las ol
s 5L 5 8 lY mba¥) Glaad 4y pall ciluldll (APSE)
a5 oY) G 1aa G ) 55 Wl Uilee 3ay el 48y jlay a0l
i aa ¢ I L ol K A) il g Lo aaaly A5 jlae ey

Juaid ¢y 1280 5 luall 456 e 1,69 d33a

“Corresponding author email : ali.yassin@uobasrah.edu.iq

Ot

©2022 College of Education for Pure Science, University of
Basrah. This is an Open Access Article Under the CC by
License the CC BY 4.0 license.

J. Basrah Res. (Sci.) 49(1), 85
(2023).
DOlI:https://doi.org/10.56714/
birs.49.1.8

ISSN: 1817-2695 (Print); 2411-524X (Online)

Online at: https://jou.jobrs.edu.iq


https://doi.org/10.56714/bjrs.49.1.8
https://creativecommons.org/licenses/by/4.0/
https://jou.jobrs.edu.iq/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.56714/bjrs.49.1.8
https://doi.org/10.56714/bjrs.49.1.8

