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Correlation Coefficient (MCC) (0.778) offer a balance
between detection speed and accuracy. Additionally, MLP
(AUC-ROC = 0.949 and MCC = 784) was competitive for
being both speedy and powerful, while KNN still has its
nature of not being very speedy, as while 99.7% of the
summation traffic was in good taste but only 76.5% was
for the attacks. Among the features chosen for relevance to
our models, we observed that those which had a long-time
relationship (dur) and included various types (proto) of
protocols that were used by packets and their mean size did
provide over 83%.

1. Introduction

The Industrial Internet of Things (I1oT) revolutionized manufacturing, energy, transportation, and
critical infrastructure [1]. Only to realize that billions of sensors, actuators and control systems are
communicating over networks, generating massive volumes of data that must be processed and
analyzed in real time. Although this advanced networked nature opens the door for improvement, it
also inherently increases attack surface, thus making IIoT networks a target for cyberattacks ranging
from Distributed Denial of Service (DDoS) attacks [2] and data exfiltration to malware injection to
advanced persistent threats (APTs) [3].

The network security of the industrial Internet of Things (IIoT) differs from that in traditional

information technology networks. IloT deployments consist of resource constrained devices that need

real-time operation and use of heterogeneous communication protocols [4]. Enterprise-network
intrusion detection systems (IDS) often do not fit well in the context of IIoT, mainly because of their

high computational complexity, risk of delays, and limitations in supporting many protocols [5].

The NetFlow technology has been considered for intrusion detection in IloT scenarios since its

inception by Cisco for network monitoring and accounting [6]. Unlike deep packet inspection (DPI),

which inspects packet payloads at very high expense and has significant processing overhead, NetFlow
groups packets into flows (sets of packets that share certain characteristics: source IP, destination IP,
source port, destination port and protocol). A flow is defined by some statistical parameters such as

its duration, number of packets, number of bytes, and the packet inter-arrival times [7].

Despite the potential of NetFlow-based intrusion detection, several critical challenges remain

unaddressed in existing literature:

1. IIoT network traffic is very unbalanced, with attack instances generally accounting for less than
2% of all traffic [8]. This means that ordinary machine learning models trained on this kind of
data will, with high probability, overlook attacks simply because they constitute only one out of
many classes of input and focus instead on the majority class which is normal traffic, so attaining
a high level of accuracy. But if some attacks can evade detection in this way, then it poses serious
system safety risks.

2. Many previous studies suffer from data leakage due to improper preprocessing [9]. Applying
transformations such as Standard Scaler to the entire dataset before splitting into training and test
sets artificially inflates performance metrics, leading to overoptimistic results that do not
generalize to real-world deployment.

3. Current studies often do not include an analysis of which NetFlow features are most telling for
IIOT attack detection. Knowing the importance of a feature is crucial to offering lightweight real-
time protection at the edge [10].

4. Although individual machine learning models have been assessed in various studies on IloT
datasets, there has not been a systematic comparative analysis of different algorithms under
rigorous preprocessing and statistical validation conditions [11].

The NF-ToN-IoT-v2 dataset [12] is a new publicly accessible dataset for the research of NetFlow-

based IIoT intrusion detection [13]. Yet, all prior studies leveraging these data did not completely

overcome the challenges detailed above; thus, there is ample scope for improvement.

The objective of this research is to design an improved NetFlow-based intrusion detection framework

for IIoT networks that strikes a trade-off between achieving state-of-the-art high detection accuracy
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while maintaining less computational overhead and also overcoming the vital preprocessing
challenges. The unique contributions of this work are:

1. A proper leakage-free solution where all the preprocessing steps (Loglp transformation,
StandardScaler normalization, SMOTE balancing) are done only after splitting the metal and then
being able to actually assess realistic performance. 2. Performances of three machine learning models,
namely Random Forest, K-Nearest Neighbors (KNN), and Multi-Layer Perceptron (MLP), were
extensively measured over the NF-ToN-IoT-v2 dataset with individual metrics as accuracy,
precision, recall, F1-score, AUC-ROC, and Matthews Correlation Coefficient (MCC).

3. An evaluation quantifies enhancements in AUC-ROC of 12% to 28% when SMOTE is used to
augment its positive class over other classes because we applied SMOTE with initial conditions as
a failed intrusion detection. It also achieved a threefold increase in typing.

4. The most significant NetFlow features for [loT intrusion detection were chosen depending on their
ability to differentiate signals. Five such features were deemed, namely dur (flow duration), proto
(TCP or UDP traffic), mean (average bytes transmitted), rate (flow rate in packets/second), and state
(fluency index). They contain over 83% of all signaling information Promise No translation was
found for this quote.

2. Related Work

To position this research within the current literature, we compare our approach with several
state-of-the-art studies:

Maseer et al. [14] evaluate multiple machine learning techniques on the CICIDS2017 dataset,
reporting an accuracy of 98.7% with Random Forest. However, their analysis did not address class
imbalance and preprocessing was performed prior to data splitting, suggesting the possibility of
performance overestimation. Additionally, the dataset employed represents general network traffic
rather than an IloT-specific scenario.

Sarhan et al. [15] introduce NF-ToN-IoT-v2 as a dataset for net-flow—based intrusion detection and
benchmark several machine learning algorithms, including decision trees and Naive Bayes, achieving
92.1% accuracy with decision trees. Their work lacks SMOTE-based balancing and provides only
limited feature importance analysis.

Hamdouchi et al. [16] On the NF-ToN-IoT-v2 dataset, MLP achieved 94.12% accuracy. While they
outperformed the baseline approaches, they still did not address the within-class imbalance problem
in this dataset (i.e., 1.23% of all samples in class). Furthermore, hyperparameter settings and cross-
validation results were not reported.

Kim et al. [17] applied SMOTE for network intrusion detection and showed an increase of more than
200% in attack recall on the NSL-KDD dataset. Their approach is old because they used an old dataset
and it has not been validated on real IIoT traffic.

While these reviews included some key studies, they lacked one or more of the following: a recent
NF-ToN-IoT-v2 dataset specifically designed for IloT; a leak-free preprocessing methodology;
comprehensive feature significance analysis; and a feature significance concept coupled with the
statistical challenge of cross-validation across various machine learning algorithms within the IloT
framework. This research addresses this gap by providing a systematic and reproducible framework
for detecting IloT breaches.
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Table 1. Summary of Related Work and Research Gap

Imbalance Feature Key
Study Dataset Models Handling Analysis Limitation
Maseer et RE, Not IIoT-
CICIDS2017 KNN, No Yes .
al. [13] specific
DT
Sarhan et NF-ToN- Decision .. No SMOTE,
al. [14] oT-v2 Tree, No Limited no Cross-
’ NB validation
Hamdouchi NF-ToN- Ignores class
etal. [15] IoT-v2 MLP No No imbalance
Kim et al. SVM, Outdated
[16] NSL-KDD RF SMOTE No Jataset
3. Methodology

3.1. Dataset Selection: NF-ToN-IoT-v2

The NF-ToN-IoT-v2 dataset, employed in this study, represents a novel NetFlow-based data

collection dedicated to information security research on intrusion detection within [loT environments.
The data were derived from the original ToN-IoT dataset and include network traffic generated by loT
devices such as sensors, cameras, and other smart home devices operating in a testbed. The future of
healthcare consumerism is now shaped not by clinical or professional necessity, but by the
computational constraints and diminishing returns associated with machine learning success.
A stratified random sample representing 15 percent (7,500 samples) was drawn to maintain the
original class distribution (1.23% attacks) and to satisfy statistical adequacy in line with the guideline
of 30 times the number of features referenced [20], with the sample size significantly exceeding the
minimum requirements noted above (i.e., 30 x 17 =510, 7,500).

Table 2. Dataset Characteristics

Characteristic Value

Total samples 50,000 (original)

Samples used 7,500 (15% stratified sample)

Features 17 NetFlow attributes

Classes 2 (Attack, Normal)

Original attack ratio 1.23%

Attack types DDoS, DoS, Port Scanning, Injection, Data Exfiltration

3.2. Preprocessing

3.2.1. Data Preprocessing

All preprocessing steps were applied after splitting the data into training (80%) and testing (20%)
sets, with transformations learned only from training data and then applied to test data.
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3.2.2. Loglp Transformation

Network traffic features frequently display highly skewed distributions. The log1p transformation
was employed to reduce skewness and normalize feature distributions:

x' =log(1+x)

This transformation is particularly effective for features with exponential distributions such as
connection duration (dur) and packet counts (pkts).

3.2.3. StandardScaler Normalization

Able to apply each feature equally with respect to distance-based algorithms like KNN, as well
as to facilitate the convergence of the neural network, StandardScaler was applied:

X—HU
Xscaled = .

Where p and o represent the mean and standard deviation of that feature in the training set respectively.
This will scale each feature such that it has a zero mean and a unit variance.

3.2.4. SMOTE for Class Imbalance

The initial dataset was highly imbalanced, containing very few attack samples (92, 1.23%).
Therefore, the synthetic minority oversampling technique (SMOTE) in [17] was applied only on the
training set as follows:

1. For each attack sample, find its K nearest neighbors.

2. Create synthetic samples along the line segment between each attack sample and its neighbors.
3. This process continues until attack class size matches normal class size After SMOTE, the
training set contained 5,926 attack samples and 5,926 normal samples, perfectly balanced.

Table 3. Data Distribution Before and After SMOTE

Stage Attack Normal Total Attack
Samples Samples Ratio
Original dataset 92 7,408 7,500 1.23%
Training set (before 74 5,926 6,000 1.23%
SMOTE)
Training set (after SMOTE) 5,926 5,926 11,852 50.0%
Testing set 1,482 1,482 2,964 50.0%

3.3. Machine Learning Models

3.3.1. Random Forest Algorithm

RF is an ensemble learning technique that constructs a multitude of decision trees during training
and outputs the class predicted by the majority vote of the individual trees. [18]. It was selected for its:
e  Robustness to overfitting through bagging.

e  Natural handling of nonlinear relationships.
e  Built-in feature importance estimation.
e  Ability to handle both numerical and categorical features.

Model Architecture Details:
*  Number of trees (n_estimators): 200.
*  Maximum depth: 15.
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*  Minimum samples split: 5.
*  Class weight: 'balanced.’
*  Random state: 42.

3.3.2. k-Nearest Neighbors Algorithm:

kNN is a non-parametric, lazy learning algorithm that classifies samples by the majority class of the
k neighbors located in feature space. [19]. It was selected for its:
e  Simplicity and interpretability.
¢  No training phase (lazy learning).
e Natural handling of multi-class problems.

Model Architecture Details:

e Number of neighbors (k): 7.

*  Weights: 'distance' (closer neighbors have greater influence).
*  Metric: Euclidean distance.

e Algorithm: auto.

3.3.3. Multi-Layer Perceptron Algorithm:

MLP is a feedforward artificial neural network consisting of input, hidden, and output layers with
non-linear activation functions [20]. It was selected for its:
e  Ability to learn complex non-linear patterns.
e  Hierarchical feature extraction.
e  Potential for improvement with more data.

Model Architecture Details:

e Hidden layer sizes: (256, 128, 64).
. Activation function: ReLU.

. Solver: Adam.

*  Learning rate: 0.001.

e Maximum iterations: 1,000.

. Batch size: 32.

. Random state: 42.

4. Experimental Results and Discussion

4.1. Performance Metrics

Table 4 and Fig 1 presents the comprehensive performance metrics of the three machine learning
models on the NF-ToN-IoT-v2 dataset after applying SMOTE for class balancing [21] .

Table 4. Performance Metrics Comparison

Model Accuracy Balanced Precision Recall F1-Score AUC- Avg MCC Kappa
Acc ROC Precision

Random  0.887 0.887 0.891 0.887  0.887 0.950 0.913 0.778  0.774

Forest

KNN 0.881 0.881 0.902 0.881 0.879 0.947 0.908 0.783  0.762

MLP 0.881 0.881 0.903 0.881 0.879 0.949 0.913 0.784  0.762

Note: All metrics are rounded to three decimal places for precision.
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Model Performance Comparison (After SMOTE)
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Fig. 1. Model Performance Comparison

4.2. Confusion Matrix Analysis
4.2.1. Random Forest Confusion Matrix

Table 5. Confusion Matrix - Random Forest

Predicted Attack Predicted Normal Total Recall
Actual Attack 1,200 282 1,482 81.0%
Actual Normal 51 1,431 1,482 96.6%
Total 1,251 1,713 2,964
Precision 95.9% 83.5%

Analysis: Random Forest demonstrates strong performance with an attack detection rate (recall) of
81.0% and normal traffic accuracy of 96.6%. The model achieves high precision for attack detection
(95.9%), meaning when it predicts an attack, it is correct 95.9% of the time. The Matthews Correlation

Coefficient (MCC) of 0.778 indicates a strong correlation between predicted and actual
classifications ,As shown to Table 5 and Fig 2.

Confusion Matrix - Random Forest (Balanced)

1200
1,387
[CEXED)

Attack

1000
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Count
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Normal

400

200

Attack

Predicted Label

Fig. 2. Confusion Matrix - Random Forest
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4.2.2. KNN Confusion Matrix

Table 6. Confusion Matrix - KNN

Predicted Attack Predicted Normal Total Recall

Actual Attack 1,134 348 1,482 76.5%
Actual Normal 5 1,477 1,482 99.7%
Total 1,139 1,825 2,964

Precision 99.6% 80.9%

Analysis: KNN exhibits a conservative classification strategy with exceptionally high precision for
normal traffic (99.7% recall) but a lower attack detection rate (76.5%). The very low false positive
rate (only 5 normal samples misclassified as attacks) makes KNN very well suited to environments
where false alarms are costly. This is the expected behaviour of distance-based algorithms in high-
dimensional feature spaces, As shown to Table 6 and Fig 3.

Confusion Matrix - KNN (Balanced)

1400

1200
1,134 348
(76.5%) (23.5%)

Attack

1000

% 800 +=
s 8
=
600
5
200
Attack Normal
Predicted Label
Fig. 3. Confusion Matrix - KNN
4.2.3. MLP Confusion Matrix
Table 7. Confusion Matrix - MLP
Predicted Attack Predicted Normal Total Recall
Actual Attack 1,132 350 1,482 76.4%
Actual Normal 3 1,479 1,482 99.8%
Total 1,135 1,829 2,964
Precision 99.7% 80.9%

Analysis: MLP still achieves the best accuracy on standard traffic at 99.8% recall and performs
reasonably well at capturing attacks at 76.4%. To summarize, the neural network still learned even
from a very small initial set of attack samples (in our case, 92 prior to SMOTE augmentation).
Moreover, MLP has a low tendency to falsely classify standard traffic as an attack with only 3 false
positives. The MCC of 0.784 is the highest among all models , As shown to Table 7 and Fig 4.
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Confusion Matrix - MLP (Balanced)
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Fig. 4. Confusion Matrix - MLP

4.3. ROC and AUC Analysis
Fig 5 presents the Precision-Recall (PR) curves. Random Forest demonstrated superior
performance with an Average Precision (AP) of 0.9132, compared to 0.9127 for MLP and 0.9078 for

KNN. The high AP values (>0.90) across all models confirm their reliability in detecting attacks
despite the initial severe class imbalance (1.23% attack samples originally).

Precision-Recall Curve (After SMOTE)

Precision

e orest (AP = 0.9132)
o N (AP = 0.9078)
MLP (AP =0.9127)

0.0 0.2 0.4 0.6 0.8
Recall

Fig. 5. Receiver Operating Characteristic (ROC) Curves

Fig 6 illustrates the Receiver Operating Characteristic (ROC) curves for all three models. Random
Forest achieved the highest Area Under the Curve (AUC-ROC) of 0.9503, followed closely by MLP
(0.9490) and KNN (0.9471). These high AUC values (all >0.94) indicate excellent discriminative
ability between normal and attack traffic across all models. The minimal difference between models

(<0.003) suggests that all three approaches are effective for loT intrusion detection after proper
preprocessing with SMOTE.
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ROC Curve (After SMOTE Balancing)
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Fig. 6. Precision-Recall (PR) Curves

4.5. Feature Importance Analysis

Table 9. Feature Definitions and Importance Scores

Rank  Feature  Definition Importance Score
1 dur Flow duration (seconds) 0.216
2 proto Protocol type (TCP/UDP/ICMP) 0.197
3 mean Mean packet size (bytes) 0.177
4 rate Data transfer rate (bytes/sec) 0.131
5 state Connection state 0.112
6 spkts Source-to-destination packets 0.080
7 dpkts Destination-to-source packets 0.041
8 date Timestamp of flow 0.039
9 stddev Standard deviation of packet sizes 0.007
10 sum Total bytes transferred 0.001

Top 10 Features (After SMOTE)

dur 0.216

proto 0.197

mean

rate 0.131

srate 0.112

spkls 0.080

dpkls

l
g

drate 0.039

stddev ‘ | 0.007
sum  0.001

Q.

Q

10 0.05 0.10 0.15 0.20
Importance Score

Fig. 7. Top 10 Feature Importance Scores
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The top five features (dur, proto, mean, rate, state) account for 83.2% of the model's decision-making
capability. This concentration of significance allows for efficient real-time detection with low
computational cost, as intrusion detection systems can focus only on these features 5.

5. Conclusion

This study proposed an improved NetFlow-based intrusion detection framework for Industrial
IoT networks, utilizing the NF-ToN-IoT-v2 dataset. It addresses key challenges such as class
imbalance, data leakage, and feature analysis.

6. Main Findings:
1. Random Forest achieved the best overall performance with AUC-ROC of 0.950, MCC of 0.778,
and the most balanced performance (81.0% attack recall, 96.6% normal recall).
2. KNN showed strong performance with AUC-ROC of 0.947 and exceptionally low false
positives (5), but lower attack recall (76.5%).
3. MLP achieved the highest precision with only 3 false positives and 99.8% normal recall,
making it ideal for low-alarm environments.
4. SMOTE preprocessing was essential, improving AUC-ROC by 12-28% and attack recall by
over 280% compared to imbalanced baselines.
7. Scientific Contributions:
e Comprehensive evaluation of three ML models on NF-ToN-IoT-v2.
e Quantification of SMOTE effectiveness (12-28% AUC improvement).
e Identification of key features (83.2% of detection capability).
8. Limitations:

Used 15% of dataset, offline evaluation, single dataset focus.

Future Work:

We recommend extending this research through: validation on additional datasets (NF-BoT-IoT-
v2, NF-CSE-CIC-IDS2018), advanced deep learning architectures (CNNs, LSTMs, Transformers),
dimensionality reduction for KNN using PCA, explainable Al techniques for model interpretability,
and federated learning for privacy-preserving distributed detection.
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