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The model is built on a compact multilayer perceptron and
examined under six continual learning configurations,
including replay, Elastic Weight Consolidation (EWC),
Synaptic Intelligence (SI), and their combinations.

A prequential evaluation protocol is adopted, where each
incoming session is first evaluated and then incrementally
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52(1), 313 (2026). changes, the workflow tracks Population Stability Index
DOl:https://DOI.org/10.56714/bj (PSI) across consecutive sessions and reports forgetting
rs.52.1.22 behavior alongside Accuracy and Macro-F1.

In the re-evaluated results, the NR_EWC configuration
achieved the most balanced overall performance, with an
average Macro-F1 of 0.7918, an average accuracy of
0.9887, and moderate forgetting (0.0660). In contrast, the
NR_NoReg baseline achieved high accuracy (0.9864) but
exhibited the highest forgetting (0.2137), indicating that
accuracy alone may mask stability limitations under drift
conditions.

1. Introduction

Internet-of-Things (10T) settings are not run as structured and clean datasets. They are long-lived
traffic streams where devices behavior is modified over time, routines of use change, benign patterns
of communication drift, and the malicious activity can take new forms. This practical fact imposes a
sharp disjuncture with significant portion of the literature on the 1oT malware-detection due to the fact
that models are still evaluated based on a single fixed split and then assumed to perform similarly
when deployed [1]- [3].

Simultaneously, new developments have taken two significant turns. Adaptation, replay, and drift-
aware learning are discussed in one set of literature, which gives it a certain understanding that
forgetting and distribution shift have ceased to be secondary concerns in security analytics [4]- [6].
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The second group is still advocating models that are smaller, faster, and can be deployed in limited
environments, but these advantages are typically tested in a static and not dynamic operating
environment.

Thus, the question this paper asks is a bit more practical and focused: can a small continual learning
workflow be useful when considering the evaluation of 10T malware detection as a process of evolving
sessions rather than a single static split? To achieve this goal, the paper uses the well-known
benchmark of 10T-23, which is still one of the most useful references due to the presence of labeled
malicious and benign 10T captures of real-world scenarios [1]. The goal is not to propose a new
architecture; rather, to propose a combination of a base learner and session evaluation within a single
experiment.

The second motivation comes from methodological concerns. In 10T security problems, a high value
of accuracy does not guarantee that the minority class is performing well or that it does not forget
what it learned during adaptation. Recent research in adaptive 10T security, feature-efficient intrusion
analysis, and generalization-aware lightweight detection has reinforced the need to view the results of
a classification problem more than what a single value of accuracy or another single value of a
different metric permits [7]-[9]. As such, the current paper examines the results from more than a
single perspective. In addition to Accuracy and Macro-F1, it also examines pre-update degradation,
forgetting tendencies, and Population Stability Index over session transitions.

The main contributions of this paper can be summarized as follows:

e A compact drift-aware continual-learning workflow for loT malware detection is presented using
a lightweight MLP, prequential evaluation, session-wise updating, and PSl-based drift
interpretation in one unified pipeline.

¢ Six continual-learning configurations are compared under the same ordered 10T-23 session
protocol, enabling a fair analysis of replay, EWC, SI, and their hybrid combinations.

e The paper provides a balanced empirical interpretation that separates raw accuracy from Macro-
F1, pre-update difficulty, and forgetting, showing why the best continual configuration is not
necessarily the one with the highest average accuracy.

¢ A methodological presentation is supplied through a professional workflow diagram, a formal
algorithm, and mathematical expressions for the key optimization and evaluation components.

The remainder of this paper is organized as follows. Section 2 reviews the most relevant studies on
lightweight and adaptive 10T malware detection. Section 3 presents the proposed framework, the
mathematical formulation, the evaluation algorithm, and the main experimental settings. Section 4
reports and discusses the empirical results, including the overall comparison, session-wise analysis,
contextual comparison with prior studies, and latency profiling. Finally, Section 5 concludes the paper
and outlines realistic directions for future work

2. Related Work

The current research on 10T malware detection can be classified into three directions that are
quite similar. The former direction deals with lightweight detection. Research in this field attempts to
make the model small enough to fit in limited environments but with predictive power useful to the
researcher. It is important since most loT deployments are unable to run heavy training or inference
pipelines over extended durations [3], [6], [10], [11].

The second direction is that of adaptation where the data no longer act in a stable manner. Furthermore,
more recent works have considered the replay, constant update, drift resiliency, and benchmark design
on a dynamic traffic environment. This tendency is symptomatic of a practical issue: a model that can
do well on a single fixed split can fail at a later moment when the device behaviour, attack mix or
timing of traffic changes [4] [5], [7], [8], [12], [13].

The third direction is more extensive methodological support of the 10T security research such as
efficient feature selection, robust model design, and massive comparative assessment. These
investigations drive the discipline to less idealistic and practicable experimentation, however the
majority remain to focus on fixed or semi-fixed appraisal instead of ordered session strict test-before-
update learning [9], [14], [15], [16], [17], [18]. It is in this context that the current paper follows a
narrower scope. It does not attempt to surpass all the static outputs in the literature. Rather, it posits
whether a small continuous learning process can be trusted to be reliable with 10T malware detection

314



A Lightweight Drift-Aware...

J. Basrah Res. (Sci.) 52(1), 313 (2026).

being tested with session evolution, as well as whether the same behavior is more understandable
when drift and forgetting are reported simultaneously.
As can be seen in Table 1, more and more studies focus on efficiency, adaptive behavior, or
benchmarking quality, although only a small portion of them considers more than one of these
necessities simultaneously. Precisely, lightweight 10T malware papers tend to stick at rest, whereas
drift-oriented or benchmark-oriented papers tend to terminate before actual session-wise prequential
updating. The current work is placed here: a small flow-based malware analysis makes the model
small enough, applies it step-by-step, and interprets drift directly in lieu of post-update accuracy as a
good enough indicator.

Table 1. Comparative summary of representative recent studies related to lightweight and adaptive

loT malware detection.

Study . Computa  Continual Context-
(Author/ ,,?/Ilgtohrcl)ghm/ Strength Limitation EZ‘ZZUSG ,:\Cccur Ec{o-re tional Learning Aware
Year) Y Cost Support Capability
Designed for .
Farfoura MBMD + limited Fa\r/a:al:atstitlir::a Lightweig
. - computing 9 y- ht batch
etal. lightweight . setting; no NR >99% Low No No
(2025) ML burden; strong session-wise malwgre
malware inual detection
detection continual update
Al- Explicitly Heavier than
Fawa'reh Deep targets drift compact tabular ~ Adaptive <999
et al reinforceme  and dynamic pipelines; not 10T botnet ;/o ’ NR High Partial No
(202' 2) nt learning botnet prequential on detection
behavior 10T-23 sessions
Addresses .
Fed d local concept Zedderqtgd . Privacy-
Patel et al ederate drift in \ndroid setting  preserving 94.7_ .
(2025) " RF +drift distributed differs from distributed 96-80/ NR Moderate  Yes Partial
detectors malware centralized IoT ~ malware o7
learning traffic streams detection
Good balance
between .
Kouassi et E;I?Jré performance Eg:ne}ﬁorétégﬁ:- Feature-
. and 9OeSION,  efficient  91.7%  93.0% Low No No
al. (2025)  selection + - . focuses on static
efficiency; . 10T IDS
RF 3506 time IDS evaluation
reduction
Hybrid High Macro-F1 Resilient
Wakiliet ~ reature multiclass remains lower - multi- 99.16 7379  Moderate
selection + ; than accuracy;, class loT 0 o No No
al. (2025) explainable ~ 2ceuracy with no forgettin intrusion % % High
P explainability getting -
ensemble control detection
Directly .
RE studies 10T-23 Eﬁgg?eﬂfagggg Temporal
L under - robustness
Lyonetal. LightGBM, temporal not combine benchmar 99.81 97.71 Moderate  No No
(2026) LR, MLP replay, EWC . % %
' robustness ' ' king on
benchmark Sl, and PSI
and data 10T-23
scarcity together
Focuses on Accurate
Hybrid strong 10T-23 - sification low-
. performance latency .
Sait et al. malwa}re with explicit performance loT 98.23 96.71  Low No No
(2026) detection . . rather than % % Moderate
inference-time . malware
model - continual g
reporting - classificati
adaptation on
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3. Proposed Framework and Experimental Design

The workflow we propose for this task is depicted in Fig. 1. The preprocessed and standardized,
but otherwise ordered, 10T-23 sessions are processed one by one. Before each session's update, the
current model's performance is evaluated, providing the prequential notion of the degree to which the
learned representation has deteriorated due to the drift. Then, the appropriate policy for continual
learning is applied, and the metrics are recorded after the update. In this study, the learner is
intentionally designed to be lightweight, specifically a shallow feed-forward multilayer perceptron
(MLP), to maintain analytical clarity and avoid unnecessary architectural complexity. This design
choice allows the study to focus on the behavior of continual learning under session evolution without
introducing confounding architectural factors. For an input flow vector x € R4, the lightweight
classifier produces a hidden representation h and an output probability § for the malware class. The
basic forward mapping can be summarized as:

h = ReLUWWx + bY) (D)
y = o(W?h + b?) ..

The optimization objective changes according to the selected continual-learning configuration. The
standard classification loss is binary cross-entropy:

1
Lcls = _NZ{{gil} [yn log(yn) + (1 - Yn)log(l - }A’n)] (3)

When replay is enabled, the effective training loss becomes the sum of the current-session loss and a
replay loss over stored samples:

Lreplaytotal = Les(Se) + Ar Los(Br) ..(4)

EWC constrains important parameters from drifting too far from their previously learned values by
using a Fisher-weighted quadratic penalty [19]:

— )le 2
Lewe = Las + (5 ) 2i ki 6; — 6; %) ..(5)

Sl plays a similar stabilizing role, but its importance weights are accumulated from the contribution
of each parameter during training [20]:

Ly = Las + A 2 02;(6; — 6;%)° - (6)
In the hybrid configuration used in this paper, the objective can be written compactly as:
Ae 2 2
Leotar = Lets(50) + Ar Las(B) + (52) 5 Fy (6 = 0,97 + 2,500 0 = 097 (D)

The evaluation metrics follow standard definitions. Accuracy and Macro-F1 are used as the main post-
update measures:

A _ (TP + TN) 8
CCUrasY =1rp + TN + FP + FN) - (8)
Precision = e 9
recision = (TP + FP) --(9)
Recall = e 10
ecall = TP + FN) .. (10)
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Cc
Iy 1 2 - Precision, - Recall, 11
acror = ¢ 4 (Precision, + Recall,) - (D
c=
Forgetting is used to summarize how much earlier knowledge deteriorates after later updates:
1 t—1
Fe = (—)Z[math A1~ At ] - (12)
(t-1) ]

To interpret distribution change between two consecutive sessions, the study uses Population Stability
Index (PSI):

PSI = Zi(p; — q;)In <%> - (13)
]

where p; and g; are the proportions of feature value which occur in bin j in the reference and current
session, respectively. Increase in PSI values show greater distributional change. PSI is utilized in
present paper as an interpretation signal instead of an automatic update trigger.

Replay Buffer
Elastic Weight Consolidation (EWC) i
Synaptic Intelligence (SI) v

; % . . Incremental
[ CONTINUAL LEARNING ] % Ll L Undate
4 = = Base Learning

[ DRIFT ANALYSIS ]

Vv
[ METRICS ]

Fig 1. Proposed workflow for drift-aware continual 10T malware detection under session evolution.

Algorithm 1 formalizes the operational sequence used in the experiment.

Algorithm 1. Drift-aware continual evaluation procedure
Input: ordered sessions S = {S1, S2, ..., ST}, configuration c, lightweight MLP f
Output: session-wise pre-update metrics, post-update metrics, forgetting, PSI
1: Train f on the initial session S1 using configuration c.
2: Record post-update metrics for S1 as the starting reference.
3: For each next session St,t =2 ... T do
Compute PSI between St-1 and St after preprocessing.
Evaluate the current f on St before update and store prequential metrics.
Update f with St using the selected policy in c.

If replay is enabled, mix current data with buffer samples.

If EWC is enabled, add the Fisher-weighted stability penalty.

If Sl is enabled, add the path-integral stability penalty.
10: Evaluate the updated f on St and store post-update metrics.
11: Recompute average forgetting from retained past-session performance.
12: End for.
13: Rank configurations using Macro-F1, stability, and forgetting.

OROREORCNEFS

Before presenting the measured results, Table 2 summarizes the main experimental settings used in
the study.
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Table 2. Experimental settings used in the 10T-23 drift-aware evaluation

Item Setting

Dataset 10T-23

Evaluation unit Ordered flow sessions

Base learner Compact feed-forward MLP

Continual configurations NR_NoReg, NR_EWC, NR_SI, R_EWC, R_SI,R_EWC_SI

Evaluation protocol Prequential test before each incremental update

Drift indicator Population Stability Index (PSI) across consecutive sessions

Reported metrics Accuracy, Macro-F1, Macro-Precision, Macro-Recall, average
forgetting

Primary interpretation goal Balance adaptation quality, stability, and forgetting under session
evolution

Note: NR = No Replay; R = Replay Buffer; EWC = Elastic Weight Consolidation; SI = Synaptic
Intelligence.

For creating realistic conditions for the concept drift simulation, 10T-23 was first ordered in terms of
time and then divided into five different sessions. This is done to create different traffic segments
where attacks are distributed differently and thus test the adaptability of models with evolving data
streams. There are over six million flow entries within the dataset, with different attacks being
distributed differently within each session.

In order to achieve repeatability and methodology in the experiments, we had to choose the features
that we would use in our input from the original 10T-23 flow-based features. These include non-
relevant identifiers like unique connection ID (uid), IP address, timestamp, and label, which would
have resulted in leakage of information about the class. The end result was a total of 16 features
(selected from 10T-23 flow attributes; see Table 5) including statistical flow attributes, packets level
features, and categorical features like protocol, service, and connection state.

Table 3. Selected input features used in the proposed model

Feature Type Description

Duration Numeric Connection duration
orig_hytes Numeric Bytes sent from source
resp_bytes Numeric Bytes sent from destination
orig_pkts Numeric Packets from source

resp_pkts Numeric Packets from destination
orig_ip_bytes Numeric Total IP bytes from source
resp_ip_bytes Numeric Total IP bytes from destination
Proto Categorical (encoded)  Transport protocol (TCP/UDP/ICMP)
Service Categorical (encoded)  Application service type
conn_state Categorical (encoded) Connection state

local_orig Binary Source is local

local_resp Binary Destination is local
missed_bytes Numeric Missing bytes count

History Categorical (encoded)  Connection history flags
orig_p Numeric Source port

resp_p Numeric Destination port
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In order to improve reproducibility, it is possible to explicitly describe the network architecture
adopted in the experiments. Table 4 describes the practical configuration of the lightweight MLP
adopted for the session-wise continual learning evaluation.

Table 4. Configuration of the lightweight MLP used in the 10T-23 experiments.

Component

Specification

Model Name

Input Features
Hidden Layer 1
Hidden Layer 2
Output Layer
Optimizer

Learning Rate
Weight Decay

Loss Function

Batch Size

Replay Buffer Settings
EWC Update Settings

LightweightContinualMLP

16

128 neurons + ReLLU + Dropout (0.4)

64 neurons + ReLLU + Dropout (0.3)

2 neurons

Adam

0.001

0.0001

FocalLoss (gamma = 1.0)

5000

replay_per_class = 800, replay_sample = 2000
ewc_update_every = 20, ewc_fisher_samples = 1024

4. Results and Discussion

The overall comparison is first summarized in Table 4. This is more informative than the
individual scores because it combines post-update quality, pre-update difficulty, and forgetting in one
place. The most interesting finding is that the best configuration is not the one with the lowest
forgetting, but the one with the most balanced predictive performance.

Table 4. Overall performance comparison across the six continual-learning configurations

Configuration Avg. Avg. Macro-F1 Avg. Preq. Final
Accuracy Macro-F1 Forgetting

NR_EWC 0.9887 0.7918 0.4198 0.0660
R_EWC 0.9747 0.7361 0.4323 0.0936
NR_NoReg 0.9864 0.7229 0.4174 0.2137
NR_SI 0.9781 0.6795 0.3799 0.1706
R_SI 0.7500 0.5806 0.4312 0.0715
R_EWC_SI 0.7796 0.5688 0.4372 0.0066

In order to have a concise visual view of the results, Fig. 2 illustrates the average results of the six
different settings' performances. As shown in Fig. 2, the highest balance was obtained by the
NR_EWC method in the re-execution of the settings, while different trade-offs were observed for the
other settings in terms of adaptation quality, stability, and retention.
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Fig 2. Average performance metrics across 10T-23 sessions for the evaluated continual-learning
configurations.

The average comparison also fails to capture the extent to which the stream varied from one
session to the next. For this reason, Table 5 also reports the Macro-F1 for each session post-update.
This is because drift is rarely uniform in practice, and a method may look stable on average but struggle
at a certain point.

Table 5. Session-wise post-update Macro-F1 across 10T-23 sessions.

Configuration  Session 01  Session 02  Session 03  Session 04

NR_EWC 0.6733 0.9148 0.8986 0.6805
NR_NoReg 0.8324 0.8886 0.4948 0.6759
NR_SI 0.5517 0.8669 0.6133 0.6863
R_EWC 0.8919 0.5802 0.6166 0.8558
R_EWC_SI 0.4169 0.4142 0.5817 0.8623
R_SI 0.8772 0.8662 0.4882 0.0911

Tables 4 and 5 indicates some obvious conclusions. To begin with, the maximum average
accuracy in itself was not a sufficient criterion to assess the quality of continual-learning during
evolution of the session. However, in spite of the fact that NR_NoReg was quite robust in the average
accuracy, its ultimate forgetting was the most aggressive of all the tested settings, a fact that implies a
worse retention of previously learned behavior over a period of time.

Second, the re-calculated findings suggest that NR-EWC delivered the best balance on the whole in
this research. It recorded the best average Macro-F1, 0.7918 and the best average accuracy, 0.9887
with a moderate forgetting, 0.0660. This trend indicates that EWC-based stabilization allowed to
conserve valuable knowledge in the session-to-session without the greater instability exhibited by
certain replay-based combinations.

Third, the session view reveals that the stream did not have a consistent level of difficulty. Session 03
was difficult on a few settings, and Session 04 revealed evident weaknesses on certain settings, such
as RSI. This difference affirms the fact that development of sessions cannot be regarded as a gradual
or foreseeable phenomenon. Rather, various continual-learning policies reacted differently to various
transitions.

To provide a clearer view of session-level behavior, Fig. 3 illustrates the post-update Macro-F1 trends
across the six evaluated continual-learning configurations. The figure highlights how performance
changed from one session to another and makes the variability of adaptation quality easier to observe
than the table alone.
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Fig 3. Session-wise post-update Macro-F1 trends across the six continual-learning configurations on
loT-23.

The PSI values help explain this behavior. The average transition values were about 0.8252,
0.7823, and 0.8755 across sessions 01-02, 02-03, and 03-04, respectively. These values indicate
substantial movement in the data distribution, which helps explain why pre-update scores remained
modest and why test-before-update evaluation remained necessary throughout the stream.

From a practical perspective, the results support a more careful conclusion than the one often implied
by static benchmarking. A lightweight model may still be useful in changing conditions of the l1oT
traffic, yet the credibility of the model is determined by the quality of adaptation, the balance of the
classes, and forgetting. In this re-implementation, the EWC-based set-up provided the most persuasive
balance between predictive power and stored information.

It is helpful to juxtapose the main finding of this study with representative precedent work before
coming to a conclusion. Table 6 is a contextual and not absolute comparison due to the difference in
data sets, description of tasks, and protocols used in the cited studies. Nevertheless, it can be used to
explain the value added by the current work: the results obtained were reported in a more challenging
session-wise constant environment, but many of the past studies had higher headline scores in a static
assessment.

Table 6. Contextual comparison between representative prior studies and the best result of this study

. . Continual
Study Dataset / ) Evaluation Computatio - .
(Author/Year) Setting Accuracy F1-score Mode nal Cost Learnlng_/ Drift
Handling
Farfoura et al 10T malware . . No continual_ .
' e NR >99% Static split Low update; no explicit
(2025) [6] classification - .
drift analysis
Lightweight .
. No continual
Chen et al. (2025)  host-level 1oT NR High Statl(_: Low update; limited drift
[13] malware evaluation discussion
detection
. 0.9982 Drift-aware
Lyon et al. (2026) Iszzr(if V;'rfg NR (bin.)/ Temporal Moderate benchmark; not
[16] yan 0.8531 benchmark test-before-update
temporal drift . : .
(multi.) continual learning
. No continual
Sait et al. (2026) loT mal_ware 99.35% 98.42% Static split Moderate update; no session-
[17] detection p .
wise drift protocol
Maghanaki et al. Cross-family Str_ong Comparatlve Moderate- Broad comparison;
loT malware NR multiclass static - no continual
(2026) [18] - . High -
evaluation results evaluation adaptation
l0T-23, p ial EWC-based
. session-wise requentia Low to continual updating
This study - 0.9887 0.7918 test-before- - -
continual Moderate with forgetting and
. update
detection PSI
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Besides the evaluation of the accuracy of predictions, it is critical to analyze the computational

characteristics of the selected configurations. Specifically, a profiling run was performed within the
same experiment pipeline to determine how long it takes to train the models and make predictions.
The metrics related to computation are not employed to change the rankings based on prediction
accuracy; instead, they help gain insight into practical deployment aspects.
As may be observed from Table 7, the proposed MLP was observed to remain lightweight from an
inference perspective across all configurations. This indicates that, even when replay or regularization
was used and had a significant effect on update cost, the average inference time per sample was
extremely small, further supporting the suitability of the workflow.

Table 7. Latency analysis across the evaluated continual-learning configurations (profiling run).

Training

Configuration Time / Preq. Test Session Preq. Test

. Inference (s) Inference (s) Total (s) ms/sample ms/sample
Session (s)

NR_SI 6.8137 0.0290 0.0286 7.6544 0.000581 0.000572
NR_NoReg 7.8582 0.0354 0.0468 8.7504 0.000708 0.000936
R_SI 23.9024 0.0721 0.0687 25.5158 0.001442 0.001374
R_EWC 30.6938 0.0469 0.0437 31.7928 0.000938 0.000873
R_EWC_SI 33.2813 0.0494 0.0433 34.4377 0.000988 0.000867
NR_EWC 42.7737 0.0590 0.0538 44.1706 0.001180 0.001077

The results on latency have also demonstrated the expected computational trade-off, where the best
session-level execution was observed for NR_SI and NR_NoReg, and NR_EWC was observed to
have the largest average update cost due to the added consolidation step. However, even this was
observed to be extremely low, further supporting the suitability of the workflow for edge-oriented loT
settings, where inference efficiency is of primary importance rather than on-device retraining.

To give a clearer deployment-oriented view, Fig. 3 compares the average inference latency per sample
across the evaluated configurations. The figure shows that inference remained very small in all settings,
despite differences in update strategy.

0.0016
0.0014
0.0012
0.001
0.0008
0.0006
0.0004
0.0002
0
NR_SI NR_NoReg R_EWC
M Preq. ms/sample Test ms/sample

Fig 3. Average inference latency per sample across the evaluated continual-learning configurations.

5. Conclusion and Future Work

In this paper, the authors have introduced a lightweight drift-conscious framework of continual
learning to detect 10T malware and tested it on 10T-23 when changing sessions. The re-performed
results demonstrated that NR_EW(C offered the best overall performance balance and a Macro-F1 of
0.7918, a mean accuracy of 0.9887, and average forgetting than the other settings. The findings also
indicated that high-accuracy was not sufficient to ensure reliable continuity behavior because designs
with great average accuracy may be characterized by poorer between-session retention.
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The research also revealed that a single split is not as realistic as session-wise evaluation of the
behavior of the model. The paper introduces the combination of prequential testing, forgetting
analysis, and PSI-based drift interpretation as the means of how lightweight IoT malware detection
may be evaluated more fairly under changing traffic conditions.

The future work must be realistic and deployment based. One, the identical protocol may be ran on
another large dataset of 10T to check whether the same ranking will be consistent with another traffic
profile. Second, PSI may be used in conjunction with explicit update-trigger policy in such a way
that adaptation is only done when the observed shift is larger than a reasonable threshold. Third, the
framework may be expanded to binary malware detection to what is known as malware-family or
attack-type classification. Lastly, the workflow can be deployed in an edge-gateway prototype in a
manner that enables measuring memory utilization, update cost, and latency to be under long-standing
streams of traffic.
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